BEFORE YOU BEGIN...

U Once enabled on your UCD account, any time you try to access a service that uses
Single Sign On (SSO), the Device Health Application (DHA) must be present on the
computer.

QO This applies to any computer, work or personal, you use to access UCD SSO services.

U At present, the DHA only reports and offers advice on security requirements. It will
not prevent you accessing UCD services even if your device does not meet the
minimum-security requirements.

INSTALLATION PROCESS

You will receive an email from IT Services indicating that Device Trust has been applied to
your UCD account on a certain date and time. The first time you login to an SSO service
after the specified date, you will be prompted to install the Device Health Application onto
your computer.

1 To begin, visit a UCD service that uses
SSO for sign in. Enter your UCD
Opening the Duo Device Health
application... Connect account username and
password as normal and proceed to the
J MFA screen. Device Trust will check if

the Device Health Application is

If you are not prompted by your browser to

open the application, click here. present On yOUf' Compute r.
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https://hub.ucd.ie/usis/!W_HU_MENU.P_PUBLISH?p_tag=GD-DOCLAND&ID=232
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= Settings

Action Required

Please install the Duo Device Health application
(required by your organization), then try logging in
again.

Download now

Already have the app installed? Launch the app
Erequently asked questions
Download for other platforms

= Settings

What do | do now?

Install the Duo Device Health application
from your downloads folder.

@ After installation, click to continue logging
in.

Need help?

Frequently asked questions

4 Due Device Health

“ Please wat while Windows configures Duo Device Health

5 Authentication with Duo is
required for the requested
service,

ﬁ = Setlings

Device:

ios w

Call Me
Enter a Passcode

Cancel this Request
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As the Device Health Application is not
installed, you will be prompted to
download it by clicking the Download
now button and to Allow the download.

Instructions on screen advise you to
Install the Duo Device Health
Application, once complete, return to
this screen to continue logging into the
UCD service.

In your Downloads folder, double click
the DuoDeviceHealth-latest.msi file to
open the installer.

After the installation has completed
and you ‘Click to continue logging in’,
you will be presented with this more
familiar screen. You can then complete
the MFA process as normal.
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6 © Device Hesith - x The Device Health Application runsin
= Home the background and can be seen in
D Your System your Task Bar. (Note some applications

- DESKTOP
. - Windows is up to date can be hldden')

v 6 System password is set
. @ BitLocker is enabled

v 6 Firewall is enabled

Login secured by BUIS

HOW DEVICE TRUST WORKS

1 Staff App“cations Device Trust works invisibly in the
background as part of the MFA process

when you access a UCD service that
uses Single Sign On.

™M ®

Gmail for Staff (@ucd.ie) Brightspace

2 Y2 JCD Connect Sign On Log in with your UCD Connect

username and password as normal.

Use your UCD Connect username and password to log
into UCD Google Apps for Staff

UCD Connect Username

[ l

Password

[ Reset my Permissions for this Application, Wnatisthis?
More Information

LOGIN
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3 Authentication with Duo is
required for the requested
service.

W = Settings

Device:

Android v

Send Me a Push

Enter a Passcode

CONTACT US

For further assistance, or if you have any queries:

You may now see an animated circle on
the Duo MFA screen. This will only
appear for a brief moment while Device
Trust communicates with the Device
Health Application installed on your
computer. You can then complete the
MFA process as normal.

O Contact the UCD IT Helpdesk at 01 716 2700 or www.ucd.ie/ithelp
U Visit our website: www.ucd.ie/itservices/devicehealth
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